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KanosaH Neoprues
Principal Engineer @ Paysafe

JAVA Swift and Secure

Racing Towards Resilient Cybersecurity
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MapTHbOPU:

CbhabpiKaHue

BbBeoeHme
OCHOBW Ha CUTYPHOCTTaA B Java

BucokonpounssoguTenHu 1 6bp3m Java
MPUTOXKEHUSA

OemMo: Swift & Secure B gencreme

KOMBUHUPaHe Ha BUCOKa CUTYPHOCT U
CblLLEBPEMEHHO 6bP30 AencTBME

3akK/oyeHue

Paysafe 0 DDZ;

Cnepete akTyanHuTe 06481 3a Java



Paysafe 0 DD



& OCHOBM Ha CUrypHOCTTa B Java

e Defense in Depth

e Java Good Practices

e Java Security Frameworks
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Cnepete akTyanHuTte 06481 3a Java




< Bbp3u Java apps

® & Reactive Programming Mono FlUX

Stream of actions

® £ Mono / Flux - ,Stream of actions” He Future

Mono.just("data").map(String: :toUpperCase);

® - Non-blocking Design

',: o Blocking #

@ Non-blocking

WebClient.create().get().uri("/api").retrieve()

® [ Java Performance Tech

> 4
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Reactive Security &
Rate Limiting Demo

Explore JWT-based

in action

secure endpoint with
...request rate limiting @
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¢ CurypHocTtT un CKopocT

—

e Swift # Insecure

e Non-blocking Secure Filter Chain
e Secure Filter Chain o Reactive authentication
o Non-blocking logging

: : : e Rate-limited cache
e Reactive authentication

e KellMpaHa cUTYPHOCT r

e MeTpuKa BMECTO NMaHWKa Slow and Secure Swift and Secure
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¢ CurypHocTtT un CKopocT

—

Ckopocrt 2 CurypHocT PeweHune

He 6nokupame notoka He npasuM ckbnu 1/0 Mono + JWT 6e3 6a3a

Hama cecuu Hama memory leak ypes state Stateless TOKeHu

[ONAMO HaTOBapBaHe Taprert Ha boT/aTaku Rate Limiting per IP

Nlecex monitoring CkpuTo noseneHue B backend k6 + Error Rate Bu3yanu3aums
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<& Mindset 3a Secure & Fast  ("SECURE & FAST

® &f Secure by Default

e ¥ Security He e no6aBKa, a pyHAAMEHT

® & Performance noa HaTuck, He camo B idle

® ' Smartphone = HoBUAT auth 1 HoBaTa
YA3BUMOCT

® ' Maponu ca MuMHano » Passkeys & Zero Trust
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Thank you! an

Contacts:

In f
Instagram profile
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https://github.com/Fireblade89/reactive-security-demo
https://www.linkedin.com/in/skrill/
https://www.linkedin.com/in/skrill/
https://github.com/Fireblade89/reactive-security-demo
https://github.com/Fireblade89/reactive-security-demo
https://www.facebook.com/KVGeorgiev/
https://www.facebook.com/KVGeorgiev/

